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Intro 

In this guide I’m going to show you how to setup the Debian 10 (Buster) Server for the 

AlertIA Project. We’re going to install Debian as a virtual machine on the host 

computer. 

Debian Project has released its latest and stable operating system as Debian 10, code 

name for Debian 10 is “Buster“, this release will get 5 years of support. Debian 10 is 

available for both 32-bit and 64-bit systems.  

On the virtual machine (VM) I’ll show you how to install MongoDB, MariaDB and 

NodeRED. During the installation process I’ll also show how to securely install the 

software. 

Prerequisites 

Debian 10 has recommended system requirements : 

 2 GB RAM 

 2 GHz Dual Core Processor 

 10 GB Free Hard disk space 

 Bootable Installation Media (USB/ DVD) 

 Internet connectivity (Optional) 

For running the VM we’re going to use a hosted hypervisor : VMWare Workstation. 

Without any further ado we’re going to get started with the installation. 
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Installation 

DEBIAN 10 

Dowload Debian 10 ISO file 

You can download the ISO on the Debian website. Because we are using VMWare 

Workstation, there’s no need to burn the ISO on either a DVD or a USB.  

VMWare setup 

We’re going to chose for a typical install. This part 

of the installation is pretty self explanitory.  

 

 

 

 

 

Find the ISO on your computer. VMWare will 

automatically detect that it’s Debian 10 and adjust 

the settings to accommodate for the OS.  

 

 

 

 

 

Then choose a name for the VM and a location 

where to save the VM. 

 

 

https://www.debian.org/releases/buster/debian-installer/
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I like to store my virtual disk as a single file so it’s 

easier to move. 
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Debian 10 Installation 

 

Choose « Install » because we don’t need 
a GUI for this server. By doing this we 
don’t get as much overhead as with a 
GUI. 

 

Choose a language 

 

Choose a region 

 

Choose a hostname for the machine 
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Choose a domainname. I chose 
alertia.ausy.local. 

 

Set a root password. After entering the 
password and confirming you’ll be 
prompted to retype the password so it’s 
the same. 

 

Create a user, use your full name. 

 

Choose a username for the user. 
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Choose a password for the user. 

 

Select the default option of « Guided – 
Use entire disk ». 

 

Select a disk. 

 

I like to keep all my files in the same 
place but you can chose which fits your 
preferences best. 
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Check if your partitioning preferences 
are right and press « Finish » to 
continue. 

 

« Yes »If you want to write the changes 
to the disk.  

 

Select a country, preferably as close as 
possible to you. I chose « France ». 

 

Choose an archive mirror. I chose 
deb.debian.org. 
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Only check the field of « Standard 
System Utilities ». All other necessary 
services we’ll install ourselves. 

 

Leave empty if you don’t use a proxy. 

 

It’s a good idea to install the GRUB 
bootloader to the master boot record. 
This last step should conclude the 
installation process. Next time Debian 
boots you’ll be able to log in with the 
user created. 

 

 



 

9
 

Debian 10 

Add non-root user to sudoers 

//Login to root 

su – 

 

//Install sudo 

apt install sudo 
 

//Add non-root user to sudo 

usermod -aG sudo laerie 

 

//Exit to non-root user 
exit 
 

//Try out sudo by updating and upgrading the system 

sudo apt update && sudo apt -y upgrade 
 

 
 

Install OpenSSH-Server 

//Install OpenSSH-Server 

sudo apt install openssh-server 
 
//Enable OpenSSH-Server on bootup 
sudo systemctl enable ssh 
 
//Start OpenSSH-Server 
sudo systemctl start ssh 
 
//Check if OpenSSH-Server is running 

sudo systemctl status ssh 
 
//Install UFW (Uncomplicated Firewall) 

sudo apt install ufw 
 
//Enable OpenSSH-Server on bootup 

sudo systemctl enable ufw 
 
//Start UFW 

sudo systemctl start ufw 

 

//Check if UFW is running 

sudo systemctl status ufw 
 
//Enable UFW 

sudo ufw enable 
 
//Allow port 22 for SSH 

sudo ufw allow ssh  
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Setup static IP 

//Find out which network interface you have 
ip a 
 

//Edit /etc/network/interfaces 
sudo nano /etc/network/interfaces 

 

//Restart networking 

sudo systemctl restart networking 

 

//Test network config 

ping 1.1.1.1 
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MariaDB 

Installing MariaDB 

//Import key 

sudo apt-get install software-properties-common dirmngr  

sudo apt-key adv --fetch-keys 'https://mariadb.org/mariadb_release_signing_key.asc'  

sudo add-apt-repository 'deb [arch=amd64] http://ftp.utexas.edu/mariadb/repo/10.4/debian 

buster main' 

//Install MariaDB 

sudo apt update  

sudo apt install mariadb-server 

//Securing MariaDB install  

sudo mysql_secure_installation 

1. Switch to unix_socket authentication [Y/n] n 

2. Change the root password? [Y/n] Y 

3. Remove anonymous users? [Y/n] Y 

4. Disallow root login remotely? [Y/n] Y 

5. Remove test database and access to it? [Y/n] Y 

6. Reload privilege tables now? [Y/n] Y 

//Test MariaDB Installation 

sudo mysql –u root –p 
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Adding new Database and new User 

//Creating the Database 

CREATE DATABASE dbName; 

//Switch to Database 

USE dbName; 

//Creating the User 

CREATE USER 'username' IDENTIFIED BY 'password'; 

//Give access to SQL Server to user 

GRANT USAGE ON 'dbName'.* TO 'username'@'%' IDENTIFIED BY 
'password'; 

//Apply privileges to user 

GRANT ALL privileges ON `dbName`.* TO 'username'@'%'; 

//Apply made changes 

FLUSH PRIVILEGES; 

//Control the configuration 

SHOW GRANTS FOR 'username'@'%'; 
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MongoDB 

Installation 

//Install gnupg 

sudo apt-get install gnupg 

//Get MongoDB public GPG key 

wget -qO - https://www.mongodb.org/static/pgp/server-4.2.asc | sudo apt-key 

add – 

//Create list file 

echo "deb http://repo.mongodb.org/apt/debian buster/mongodb-org/4.2 

main" | sudo tee /etc/apt/sources.list.d/mongodb-org-4.2.list 

//Refresh package database 

sudo apt update 

//Install MongoDB 

sudo apt-get install -y mongodb-org 

//Enable MongoDB 

sudo systemctl enable mongod 

//Start MongoDB 

sudo systemctl start mongod 

//Check MongoDB status 

sudo systemctl status mongod 

//Run MongoDB 

mongo 
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Creating a Database and a User
//Start MongoDB

mongo 

//Switch to Admin Database

use admin 

//Create MongoDB Admin

db.createUser( 
  { 

 user: "mongoAdmin", 
  pwd: "password", 
 roles: [ { role: "userAdminAnyDatabase", db: "admin" } ]}) 

//Create MongoDB Root

db.createUser( 
  { 

 user: "mongoRoot", 
  pwd: "passwordRoot", 
 roles: [ { role: "root", db: "admin" } ]}) 

//Create MongoDB AlertIA-User

db.createUser( 
  { 

  user: "userAdmin ", 
  pwd: "password", 

 roles:[{role: "userAdmin" , db:"AlertIA-Metrics"}]}) 

//Enable authentication

exit 
sudo nano /etc/mongod.conf 

//Uncomment security and add 'authorization: "enabled"' 

//Set bindIp to 0.0.0.0 if you want to connect from outside of the vm 

//Apply changes by restarting the service

sudo systemctl restart mongod 

//Authenticate

use admin 
db.auth("mongo-admin", "password" ) 
or 
db.auth("mongo-root", "passwordRoot" ) 

//If DB doesn't exist MongoDB will create the DB

use AlertIA_Metrics 

//Check the currently selected DB

db 

//Show database list

show dbs 

//Exit and allow port 27017 in UFW 
sudo ufw allow 27017 
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NodeRED 

Installation 

//Install Build-Essentials and curl 

sudo apt-get install build-essential curl 

//Install Node-Red 

bash <(curl -sL https://raw.githubusercontent.com/node-red/linux-

installers/master/deb/update-nodejs-and-nodered) 

//Autostart on boot 

sudo systemctl enable nodered.service 

//Start Node-Red 

sudo systemctl start nodered.service 


